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Abstract—Privacy concerns over face recognition systems have
attracted extensive attention in various fields. For gender privacy-
preserving work, there are two key challenges: 1) privacy,
i.e., confusing gender classifiers and 2) utility, i.e., maintaining
its face verification performance. To address both issues, this
article develops a novel gender-adversarial network, referred
to as Gender-AN, to impart gender privacy to face images.
Gender-AN employs an attribute-independent encoder–decoder
GAN-based network to perturb the input face image, training
with the assistance of the proper facial attributes. The perturbed
image is then able to obfuscate gender classifiers while main-
taining identity discriminability. To optimize the generator, a
multitask-based loss function is utilized, which includes attribute
manipulation loss, face matcher loss, adversarial loss, and recon-
struction loss functions. This optimization facilitates our model
to achieve the generalization, verification preserve, and natural
appearance, simultaneously. Extensive experiments confirm the
effectiveness of the proposed model in enhancing gender privacy
and preserving face verification utility.

Index Terms—Auxiliary attribute, encoder–decoder gender-
adversarial network (GAN), face privacy preserving, GAN,
gender privacy.

I. INTRODUCTION

PRIVACY concerns over face recognition systems have
been voiced for various areas, such as social media [1],

smart phones [2], smart camera networks [3], mobile applica-
tions [4], IoT [5], and related application domains [6], [7].
Therefore, face privacy protection has become increas-
ingly important and urgent, and lots of research on it
[5], [8]–[12] have emerged in the last decades. On the one
hand, some research focus on face deidentification technolo-
gies [11], [13], [14], in which the facial image is modified
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to conceal the identity information. On the other hand, some
studies [15]–[17] aim to obfuscate or maintain a set of
attributes that can be inferred from face images, such as
obfuscating gender attribute classifiers and preserving face
verification ability [18].

An effective privacy preserving algorithm should take into
account both privacy and utility [19], where privacy means
minimizing information leakage concerning sensitive data, and
utility aims to preserve useful data as much as possible.
Extending to gender privacy preserving techniques for face
data, privacy involves two aspects: 1) the generalizability on
unseen gender classification algorithms and 2) the ability to con-
fuse gender classifiers, not just simply flipping. Simultaneously,
utility involves three factors: 1) maintaining the performance of
face verification; 2) avoiding affecting the recognition of other
attributes as much as possible, and 3) retaining the visibility
and quality of the perturbed facial image.

The initial research mainly focused on reducing the recog-
nition rate of specified gender classifiers [15], [20], which led
to a failure of generalization on arbitrary classifiers. The gen-
eralization is further exploited in [8] and [21], yet the effect
is still unsatisfactory. Moreover, the original intention of these
privacy preserving algorithms was to reverse gender. That is
to say, various schemes were introduced to anonymize gender
information in face images, so that their gender classifica-
tion accuracy is greatly reduced, or even flipped [16], [18].
Therefore, a better method is needed to solve the two issues:
1) generalization and 2) confusion abilities, related to privacy
in gender privacy preserving.

Meanwhile, researchers are also committed to solving the
utility problem while dealing with the privacy issue. Face
morphing technologies were provided in [22] and [23] to sup-
press gender attribute successfully. However, they diminish the
visual quality of perturbed images and face matching utility.
The algorithms proposed in [24]–[26] tried to remove sensitive
information, such as gender, with little loss in face verifica-
tion. Boutet et al. [17] attempted to sanitize gender attribute
and maintain activity recognition. Nevertheless, instead of pro-
cessing images, these models are mainly designed to deal with
face representations or motion sensor data, which would some-
what limit their application scenarios and weaken the utility.
The PrivacyNet proposed in [18] provided a generative adver-
sarial network (GAN)-based semiadversarial network (SAN)
to confound multiple sensitive attributes in facial images while
facilitating verification. However, the performance of other
attribute classifiers for adversarial images would be affected.
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Also, a human can easily distinguish the original image from
the perturbed one generated by PrivacyNet. Thus, all of these
would weaken its last two factors of utility, i.e., influence on
other attributes and the appearance quality.

Recently, by adapting the specific facial attributes accord-
ing to practical requirements, Li et al. [3] delivered to conceal
the visual appearance while maintaining the identity discrim-
inability. That is, with the assistance of proper facial attributes,
the appearance of a face would be anonymized, while retain-
ing the recognition ability. Inspired by this research, we
associate that gender anonymity can also be achieved with
appropriate facial attributes assistance, without affecting the
face matching utility. Consequently, we design a new GAN-
based gender-adversarial network, named Gender-AN, for face
gender privacy preserving. First, to better confuse gender clas-
sifiers, some auxiliary facial attributes are utilized to train
the model. Second, to achieve the generalization, verification
preserve, and natural appearance, we optimize the face gener-
ator with a multitask-based loss function, including attribute
manipulation loss, face matcher loss, adversarial loss, and
reconstruction loss functions. Third, in order to bring less
influence to other attribute classifiers, the generator is designed
to be attribute independent. On account of the above three
efforts, our proposed Gender-AN model can address the two
issues involved in privacy and three issues in utility, simultane-
ously. Incidentally, benefiting from the multitask optimization
work, our model can also protect multiple sensitive attributes
privacy to a certain extent, such as gender and age.

The remainder of the article is organized as follows.
Section II introduces the related work briefly. Section III
details the proposed scheme. Section IV presents the experi-
mental results and discussion. Section V gives the conclusion.

II. RELATED WORK

The latest advances in machine learning allow for the auto-
matic extraction of sensitive face information, such as gender,
race, and age, called soft biometric, from nonchemical data,
such as audio, text, and images [27]. Some authoritative orga-
nizations even adopted bills to integrate privacy protection
methods into technology [25], [27]. Soft biometric privacy is
imperative, but it is still a relatively new field of research [18].
In this section, we review the representative soft biometric
attribute (such as gender) privacy enhancement work from
privacy and utility perspectives.

As mentioned in Section I, both generalization and gen-
der confusion should be taken into consideration for privacy.
Recently, with the introduction of the notion of adversarial
examples [28], researchers began to avail various adver-
sarial machine learning strategies (i.e., adversarial exam-
ples, adversarial perturbations, adversarial noise, etc.) to
achieve gender privacy protection. Chhabra et al. [20] and
Mirjalili et al. [8], [15], [21] tried to introduce adversarial
perturbations into face images to confuse gender classifiers.
Chhabra et al. [20] introduced an adversarial framework
inspired from the Carlini–Wagner L2 attack [29], which adds
adversarial perturbations to the input face images, aiming
to suppress some predefined attributes classifiers and retain

others. Later, Mirjalili et al. [15] developed a SAN to generate
perturbed face images, aiming to confound gender information
while preserving identity information. In their follow up
work [8], the same authors introduced an ensemble of SANs
to train the model, and in [21], they tried to combine a variety
of SAN transformations to improve the generalization ability
of SAN models. Although the models discussed above suc-
cessfully invalidate the target attribute classifiers, they fail to
generalize to arbitrary classifiers. Thus the generalization of
privacy is diminished.

The PrivacyNet presented in [18] makes up for the limitation
of generalizability faultiness. PrivacyNet utilizes a GAN-based
SAN to selectively perturb gender, age, and race attributes in
face images, while maintaining face matching performance.
Nevertheless, the gender classifiers flip after disturbing gender
information, weakening the gender confusion performance in
privacy. Moreover, the modified images from the PrivacyNet
model are not so realistic looking that they would be distin-
guished from nonmodified ones by a human observer. It would
limit the utility discussed next.

For utility, there are three issues worthy of attention: 1) ver-
ification preserve; 2) attribute independent; and 3) natural
appearance. For some algorithms processing face images
directly, Othman and Ross [22] proposed a method to modify
the gender attributes of face images while retaining their face
matching ability. Wang et al. [23] also applied face morphing
technologies to synthesize new face images, where the gender
information is obfuscated. The main limitation of both methods
is major transformation and loss in visual appearance, which
reduces the utility. Besides, for some other algorithms pro-
cessing face representations, Morales et al. [25] provided the
dedicated deep models, named SensitiveNets, to remove gender
and ethnicity information from face representations. Afterward,
any gender and ethnicity classifiers will not work anymore
on these agnostic representations, while the face matching
performance is not affected. Terhörst et al. [24] applied an
incremental variable elimination (IVE) technology to remove
the most important components gradually for the prediction of
the target attribute (i.e., age or gender) from a given face repre-
sentation. The authors demonstrated that a lot of information on
sensitive attributes can be discarded, while still maintaining rep-
resentations recognition ability. Bortolato et al. [26] designed
a PFRNet to learn a disentangled feature representation, in
which the attribute-related information is parted from identity
information. The attribute-related part is discarded to remove the
sensitive information, while the identity-related part is retained
for verification purposes. However, these schemes lack human
interpretability since only storing face representations, which
limits the utility in many applications.

Therefore, a more suitable generator is designed in the
proposed Gender-AN model, to solve both issues in privacy
and three problems in utility. Furthermore, Gender-AN refers
to the idea of [3]. Li et al. [3] offered a face anonymiza-
tion framework to disguise visual appearance and retain the
recognition utility, simultaneously. The model can adaptively
discover the specified facial attributes according to practical
demands, and then generate the privacy-preserving face con-
ditioned on these attributes with a conditional GAN. It means

Authorized licensed use limited to: HUNAN UNIVERSITY. Downloaded on September 08,2022 at 00:36:25 UTC from IEEE Xplore.  Restrictions apply. 



17570 IEEE INTERNET OF THINGS JOURNAL, VOL. 9, NO. 18, 15 SEPTEMBER 2022

that, the appearance of a face will be anonymized with proper
facial attributes assistance, while its identity discriminability
is preserved. Although, the main purpose of this research is
to conceal visual appearance while maintaining the identity
information, aided by some appropriate facial attributes, we
are still able to apply this idea to gender privacy protection.
That is, with the assistance of some specific face attributes, to
hide gender information and retain the face matching utility.

III. PROPOSED METHOD

A. Problem Formulation

Given a source face image xa with n binary attributes. Define
fG(xa) as the gender classifier, where “Male” is denoted by
“1” and “Female” is denoted by “0.” Let fi(xa) represent the
remaining n − 1 attribute classifiers, here i = 1, . . . , n − 1.
Define fM(xa

1, xa
2) as a face matcher to determine whether xa

1
and xa

2 come from the same object. The ultimate goal of our
paper is to find a model φ, so that the generated disturbed
image xb̂ = φ(xa) owns the following characteristics.

1) For the gender attribute, any unseen gender classifier
fG(xb̂) can be substantially confused by the modified
image xb̂.

2) The recognition rate of the gender classifier for xb̂

reaches a random probability value, i.e., 0.5.
3) For the face matching utility, the face recognition ability

must be preserved for the perturbed image xb̂. It means
that fM(xb̂

1, xb̂
2) ≈ fM(xa

1, xa
2).

4) For the remaining n − 1 attributes, the performance of
these attribute classifiers fi(xb̂) has not to be notice-
ably impacted either positively or negatively. That is,
fi(xb̂) ≈ fi(xa).

5) From a human perspective, the modified image xb̂

must approximate the source image xa. Meanwhile, the
modified image should keep its realism.

The above issues can be summarized into two points: 1) and
2) aim to solve the two problems of privacy; and 3)–5) aspire
to address the three issues of utility. It will also be reflected
in the model design introduced as follows.

B. Proposed Gender-Adversarial Network

To resolve the problems of privacy and utility simultane-
ously, and achieve the objectives described in Section III-A, we
devise a GAN-based gender-adversarial network (Gender-AN)
for face privacy preserving. First, to address the generalization
issue in privacy, the generator is optimized with classification
loss (attribute loss). Second, to achieve the goal of random
classification probability in privacy, three specific attributes,
which are Attractiveness, Heavy_Makeup, and Age, are uti-
lized to assist in training the model. Third, a face matcher is
added to the model, such that the modified image can pre-
serve its face matching ability. It resolves the first issue of
utility. Fourth, the second issue in utility is settled by a selec-
tive transmission unit (STU) in the generator of the proposed
model. With STU, when perturbing gender, the performance of
other attributes may be affected as little as possible. Fifth, we
employ an encoder–decoder GAN-based network to modify
face images directly, addressing the visibility in utility.

TABLE I
NETWORK ARCHITECTURE OF GENERATOR

The architecture of Gender-AN is comprised of three sub-
networks: 1) a generator (G) to modify the source image;
2) a discriminator (D), to distinguish an image is original
or synthetic and predict facial attributes simultaneously; and
3) a face matcher (FM) to recognize face images. In addi-
tion to the input image, the attribute labels are used in the
generator and discriminator as condition variables, which are
expanded into a matrix of the same width and height as the
input image (224×224). Together, these subnetworks form an
encoder–decoder GAN [30], and the overview of the proposed
Gender-AN model is illustrated in Fig. 1.

C. Neural Network Architecture

This section will introduce the details of the Gender-AN
architecture.

1) Generator: The generator G, as shown in Fig. 1, is com-
posed of an encoder Genc for abstract latent representation and
a decoder Gdec for generating a target image. As illustrated in
Table I, there are five convolution layers with kernel size 4 and
stride 2 in the encoder Genc, and five transposed convolution
layers in the decoder Gdec. Besides, the STU is applied right
after each of the first four layers of the encoder to selectively
transform the encoder features to make them compatible and
complementary with the decoder features, as described in [30].

Given a source face image xa with binary attributes atts = a.
The goal of G is to modify the input image xa so that
its attributes vector changes to attt = b. Define the vector
attdiff = attt − atts as the difference vector between target
and source attribute vectors, guiding Genc which attributes
need to be transformed, toward what direction an attribute
should be changed. To achieve this goal, Genc encodes this
input image xa into a latent representation z. Then, guided by
attdiff, STUs are deployed to transform encoder features as
ft = {f 1

t , . . . , f 4
t }, that concatenates with the results of trans-

posed convolution layers for Gdec to recover targeted image
xb̂. Thus, the output image can be given by xb̂ = Gdec(z, ft),
which can be rewritten as xb̂ = G(xa, attdiff).

2) Discriminator: The discriminator D, as shown in Fig. 1,
contains two subnetworks: 1) a real/fake adversarial discrimi-
nator Dadv and 2) a facial attribute classifier Datt. The backbone
of D is combined by five convolutional layers with kernel
size 4 and stride 2, and the backbone is exploited for the fea-
ture extraction of an input image. Here, instance normalization
(IN) along with the Leaky ReLU function is applied in each
convolutional layer, as illustrated in Table II. Then, the CNN
backbone is followed by two independent fully connected lay-
ers of Datt and Dadv, severally, such as the 6th and 7th layers
shown in Table II. When G attempts to generate a perturbed
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Fig. 1. Overview of Gender-AN model. The generator, including Genc and Gdec, the discriminator, including Dadv and Datt, and the face matcher (FM) are
all utilized to train Gender-AN model, while only using the generator to produce gender adversarial images for testing.

TABLE II
NETWORK ARCHITECTURE OF DISCRIMINATOR

AND ATTRIBUTE CLASSIFIER

image G(xa, attdiff) constrained by both input facial image xa

and the difference attribute vector attdiff, Dadv tries to distin-
guish xb̂ from source image xa, and Datt aims to verify whether
the generated image xb̂ contains desired attributes attt.

3) Face Matcher: Finally, the auxiliary face matcher is
adjusted according to the publicly available pretrained SE-
ResNet-50 model [31]. The model receives input face images
with a size of 224 × 224 × 3 and calculates the corresponding
face representations with a size of 2048.

D. Loss Functions

In this section, the adversarial, attribute manipulation,
reconstruction, and face matcher losses are detailed. All of
them are collaborated to train our model.

1) Adversarial Loss: Aiming to constrain the generated
images xb̂ to be indistinguishable from source image xa, the
adversarial learning between the generator and discriminator
is introduced to improve the visual reality of the generated
image xb̂. Following WGAN [32], the adversarial losses for
the real/fake adversarial discriminator Dadv and generator G
are formulated as follows:

LD,adv = −Exa,atts

[
Dadv

(
xa, atts

)]

+ Exa,attdiff,attt

[
Dadv

(
G

(
xa, attdiff

)
, attt

)]
(1)

LG,adv = −Exa,attdiff,attt

[
Dadv

(
G

(
xa, attdiff

)
, attt

)]
(2)

where Ex,att f (x, att) denotes the expected value of the random
variable f (x, att) that takes over distribution of x given the
conditional variable att.

2) Attribute Manipulation Loss: As mentioned above, if G
intends to change the attributes of the generated image xb̂

to possess the desired target attributes, attribute classification
constraints should be imposed with an attribute classifier Datt.
Attribute manipulation losses for training Datt and generator
G are formulated as follows:

LD,att = Exa,atts

[− log
(
Datt

(
atts|xa))] (3)

LG,att = Exa,attdiff,attt

[− log
(
Datt

(
attt|G

(
xa, attdiff

)))]
(4)

where Datt(att|x) denotes the probability that input image x
belongs to the att attribute class.

3) Reconstruction Loss: As described in Section III-A, the
synthesized image xb̂ should approximate the input image xa
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in a visual perspective. Reconstruction cannot be guaranteed
if only adversarial and classification losses are applied. Thus,
Gdec also needs to learn to reconstruct an image from the latent
representations conditioned on source attribute label a, i.e.,
attdiff = 0. Then, the reconstruction loss can be formulated as

LG,rec = Ex
[∥∥xa − G

(
xa, 0

)∥∥
1

]
. (5)

4) Face Matcher Loss: As mentioned in Section III-A, the
face recognition ability should be preserved for the perturbed
image xb̂. For this purpose, the loss of face matcher is intro-
duced to optimize the performance of face matcher FM on xb̂.
The face matcher loss is defined as

LG,fm = Exa,attdiff

[∥∥FM
(
xa) − FM

(
G

(
xa, attdiff

))∥∥2
2

]
(6)

where FM(x) denotes the normalized face representation of
face image x, and FM(x) can be obtained as described in
Section III-C-3.

5) Overall Objective: Considering all the above loss func-
tions, the objective for discriminator D can be formulated as

LD = LD,adv + λ1LD,att (7)

and that for generator G is

LG = LG,adv + λ2LG,att + λ3LG,rec + λ4LG,fm (8)

where λ1, λ2, and λ3 are the hyperparameters that represent the
relative weights for the corresponding loss terms and balance
the losses.

IV. PERFORMANCE EVALUATION

A. Details and Database

We evaluate the effectiveness of our proposed algorithm
mainly on the image database CelebA, which is widely used
by most relevant works [18], [33]. CelebA contains 202 599
images, and each image is annotated with 40 binary attributes
(with/without). Approximately, 200k images are used as the
training set, the last 1.8k images are used for the testing set,
and the remaining images are used for the validation set. In
our experiment, each image is resized to 224 × 224 by bicu-
bic interpolation. We select four attributes, Male (Gender),
Attractive (Attractiveness), Heavy_Makeup, and Young (Age),
to train our model. Because Heavy_Makeup has close correla-
tions with gender, meanwhile, Attractiveness and Age are the
most related attribute to Heavy_Makeup.

Due to the memory-intensive training process, the batch size
is set to 16. Our proposed Gender-AN model was trained for
1 000 000 iterations. The ADAM [30] optimizer is used to train
our model, with β1 = 0.5 and β2 = 0.999. Set the initial
learning rate 2 × 10−4, and decay it to 2 × 10−5 after 800 000
iterations. The optimal hyperparameter in (7) and (8) is set
to λ1 = 1, λ2 = 10, and λ3 = λ4 = 100. After training the
model, as shown in Fig. 1, for the Test part, only the genera-
tor network G is utilized to generate adversarial samples that
confuse the gender classifiers while retaining the face matcher
performance.

Some other designs also employed adversarial networks to
impart gender privacy to face images. PrivacyNet [18] is a

TABLE III
ACCURACY FOR GENDER CLASSIFIERS BEFORE AND AFTER

PERTURBING GENDER ATTRIBUTE

typical design that utilizes GAN-based generator to obfuscate
the gender information. Thus, this article will use PrivacyNet
as a comparison object.

As illustrated in Section III-A, we assess the Gender-AN
model from the following five perspectives: 1) generalize
to unknown gender classifiers; 2) confuse gender classifiers;
3) retain face matcher ability; 4) preserve the performance of
other facial attributes; and 5) maintain the natural appearance
and image quality. Several experiments are conducted to evalu-
ate whether our proposed Gender-AN model can achieve these
goals.

B. Evaluation on Gender Attribute

To assess the generalizability of our Gender-AN model, we
considered four gender classification algorithms in the exper-
iments: 1) support vector machines (SVM); 2) random forests
(RF); 3) multilayer perception (MLP); and 4) K-nearest neigh-
bors (KNN). All these algorithms were trained with 20 000
original images from CelebA database. The publicly avail-
able pretrained SE-ResNet-50 [31] was used here to extract
embeddings before training or testing the gender classifiers.

To test the confusion ability of our model, we referenced to
Reduction from [25], which is defined as

Reduction = (Ror − Radv)/(Ror − Rrandom) (9)

where Ror and Radv represent recognition accuracy of gen-
der attribute of original and adversarial samples, respectively.
Rrandom is a random probability of gender attribute classifica-
tion. As we all know, the closer to Rrandom the value of Radv is,
the stronger the privacy performance of the adversarial sample
is. Consequently, the closer the Reduction value in (9) is to 1,
the better the privacy of the adversarial sample is. Because the
value of gender attribute is either male or female, the value of
Rrandom here is 0.5.

Table III displays the accuracy obtained by each classifier
for original and adversarial samples. The adversarial samples
are generated with the PrivacyNet model and our proposed
Gender-AN model, respectively. When reproducing the exper-
iments of the PrivacyNet, for the sake of fairness, we replace
the pretrained VGG-Face CNN auxiliary face matcher in the
original paper with the pretrained SE-ResNet-50 face matcher.
The results in Table III show that the values of Reduction are
close to 1 when Gender-AN is used to generate adversarial
samples, which indicates the gender classifiers can basically
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Fig. 2. Accuracy changes of attribute classifiers for gender perturbed images.

reach the level of random classification. Conversely, if the
PrivacyNet model is used to generate adversarial samples,
the values of Reduction are between 1.3 and 1.5, which is
much greater than 1. It indicates that the performance of
the gender classifiers has dropped sharply, so does the con-
fusion ability. The experimental results demonstrate that our
Gender-AN model achieves the goal of random classification
of privacy, while PrivacyNet cannot reach it. Moreover, in our
algorithm, the classification accuracy of the four unknown gen-
der classifiers all drops to about 0.5. It shows that our method
can generalize in the gender classifiers. That is, Gender-AN
achieves both generalization and confusion goals of privacy.

C. Evaluation on Auxiliary Attributes

The performance of auxiliary attributes will be evaluated
from the following aspects: 1) recognition accuracy diversifi-
cation; 2) MSE; and 3) cross-entropy of attributes vectors.

1) Recognition Accuracy Diversification: As mentioned
above, after perturbing gender attribute, auxiliary attributes
should not be disturbed. Fig. 2 gives the performance of each
attribute classifier on adversarial images generated with our
model and PrivacyNet. The performance is measured with the
change of attribute classifier (CAC), where CAC = Ror −Radv,
Ror and Radv represent classification accuracy of each attribute
of original and adversarial samples, respectively. Three aux-
iliary attributes include Attractiveness, Heavy_Makeup, and
Age. The CACs of our model are shown in blue bars, and
those of PrivacyNet are shown in red bars. The scale of
the y-axis is the change in the recognition rates of each
attribute classifier before and after gender perturbation. i.e., 0.1
denotes 10%. As discussed above, Heavy_Makeup attribute
has closer relationship with gender than Attractiveness and
Age. Therefore, as long as the gender attribute changes, the
Heavy_Makeup attribute will change more than Attractiveness
and Age too in a high probability. The results in Fig. 2 also
confirm it, the change of Heavy_Makeup reaches near 20%,
while the changes of Attractiveness and Age are much less,
even near zero. Moreover, the change of Heavy_Makeup of
PrivacyNet is much higher than 20%, it is also much higher
than that of our Gender-AN. From Fig. 2, we can see that our
method outperforms PrivacyNet in most cases. However, for

Fig. 3. MSE of attribute classifiers before and after perturbing the gender
attribute.

Fig. 4. Cross-entropy of attribute classifiers before and after perturbing the
gender attribute.

Attractiveness, the performance of our method is not so good
as PrivacyNet in KNN and RF. This is probably because each
classifier has different sensitivity to changes in Attractiveness
attribute. Fortunately, the diversification is less than 6%, which
is within the acceptable range. Furthermore, our method per-
forms better than PrivacyNet on both other auxiliary attributes:
Heavy_Makeup and Age. Therefore, although some categories
are worse than PrivacyNet, in general, our model works bet-
ter than the PrivacyNet in the vast majority of cases. The
results also illustrate the success of our model in retaining
the performance of auxiliary attributes classifications, which
is the second goal of utility.

2) MSE and Cross-Entropy of Attributes Vectors: Figs. 3
and 4 display the MSE and Cross-entropy of each auxil-
iary attribute vector before and after perturbing the gender
attribute, respectively. In these figures, the MSE and Cross-
entropy results of Gender-AN are shown in blue bars, while
those of PrivacyNet are shown in red bars. It can be seen
from Figs. 3 and 4 that our Gender-AN obtains lower MSE
and cross-entropy values than PrivacyNet. It indicates that our
Gender-AN model can provide a better preservation quality of
the auxiliary attributes than PrivacyNet.

D. Evaluation on Face Matching Preservation

This section will assess the verification-preservation utility
of the proposed Gender-AN model. To this end, we test
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Fig. 5. ROC curves showing the performance of face matchers on original images, for our method and PrivacyNet. The results show that ROC curves of
our method have smaller deviation from the ROC curve of original images, suggesting that the performance of face matching is minimally impacted, which
is desired.

Fig. 6. Seven example face images from the CelebA data set along with
their gender disturbed version using the PrivacyNet model and our Gender-AN
model.

three famous face matchers: 1) Cosface [34]; 2) Arcface [35];
and 3) SE-ResNet-50, which has trained on the VGGFace2
data set [31]. Each face matcher is evaluated on the origi-
nal test subdata set of CelebA, and the corresponding gender
adversarial images generated with our Gender-AN model and
PrivacyNet model, respectively. Fig. 5 exhibits their ROC
curves. Compared to PrivacyNet, the ROC curve of our
proposed model is much closer to the one obtained from orig-
inal images. It indicates that our Gender-AN model can better
maintain the face recognition ability of perturbed images. That
is, it guarantees to preserve the face matching ability in utility.

E. Image Quality Assessment

1) Visual Quality: Retaining the realism of adversarial
images is the last objective of this work. Fig. 6 shows the
visual quality comparison results. The images shown in the
first line are the test samples. The second line and third
line show the corresponding adversarial samples generated
by the PrivacyNet model and our Gender-AN model, respec-
tively. As can be seen from Fig. 6, the gender adversarial
images generated by our model look more realistic and natural
than those generated by the PrivacyNet model. Especially,
when transferring female image to male image, the hair of
the generated male images becomes shorter, and even the
beard appears. These are the characteristics of most real male
images. However, the images generated by the PrivacyNet
model do not have these features. All these phenomena

TABLE IV
IMAGE QUALITY COMPARISON

indicate that our model can guarantee the visibility and real-
ism of the generated adversarial images, and it works better
than the PrivacyNet model.

2) Quantitative Evaluation: To quantitatively evaluate the
quality of gender perturbing images, three typical perceptual
metrics are introduced: 1) learned perceptual image patch
similarity (LPIPS) [36]; 2) natural image quality evaluator
(NIQE) [37]; and 3) perceptual index (PI) [38]. LIPIS is
a popular perception-oriented evaluation metric, measuring
the average deep feature distance between generated samples
and ground-truth samples. NIQE is a famous nonreference
image quality evaluation method, which is used to assess
the real image restoration without ground truth, to provide a
quantitative comparison. PI is a combination of no-reference
image quality of NIQE and Ma [39], formulated as PI =
1/2((10 − Ma) + NIQE). Lower LPIPS, NIQE, and IP scores
indicate higher perceptual quality. The quantitative results are
presented in Table IV. The LPIPS, NIQE, and PI scores of
Gender-AN are lower than those of PrivacyNet, affirming that
the proposed Gender-AN wins on all three metrics.

F. Discussion on Picking Auxiliary Attributes and Multiple
Sensitive Attributes Protection

1) Picking Auxiliary Attributes: As described in
Section III-B, to achieve the goal of confusing gender
classifications in privacy, some proper attributes are utilized
to assist in training. Thus, this section will discuss which
attributes are chosen to help for training our Gender-AN
model. There are 40 attributes for each image. We first
selected Heavy_Makeup as an auxiliary attribute in our model
for two reasons: 1) Heavy_Makeup has a close correlation
with gender as mentioned in [16] and 2) it is a global attribute.
However, if only Heavy_Makeup is used to assist training, the
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Fig. 7. Performance of gender classifiers on different attributes combinations.

gender will be flipped. This is not conducive to completely
confusing gender, i.e., the probability of gender classification
is not close to 0.5. Therefore, we chose Attractiveness and
Age, which are closely related to Heavy_Makeup, to train
the model together. Then, we test all three attributes whether
they can contribute to hiding gender information.

There are eight attribute combinations that can be used to
train the Gender-AN model, i.e.: 1) Gender (G); 2) Gender &
Attractiveness (GAttr); 3) Gender & Heavy_Makeup (GM);
4) Gender & Age (GA); 5) Gender & Attractiveness &
Heavy_Makeup (GAttrM); 6) Gender & Attractiveness &
Age (GAttrA); 7) Gender & Age & Heavy_Makeup (GAM);
and 8) Gender & Attractiveness & Heavy_Makeup &
Age (GAttrAM). After training, the models are used to gen-
erate adversarial samples with gender perturbed on the testing
set. Then, these adversarial samples are tested on four trained
gender classifiers mentioned in Section IV-B, which are SVM,
RF, MLP, and KNN.

Fig. 7 shows the performance of the gender classifiers on
diverse attributes combinations, where the accuracy of gen-
der classifier is the average classification accuracy of the four
classifiers. In each combination, the blue bar gives the gender
classification accuracy of the original images, the orange bar
shows that of adversarial samples when the model is trained
500 000 iterations, and the third bar is that of adversarial sam-
ples when the model is trained 1 000 000 iterations. From
Fig. 7, it can be seen that, in the combination of G, GAttr,
GM, GAttrM, and GAM, the accuracy of them drops sharply,
even flips. This result is not conducive to the protection of gen-
der privacy. Fortunately, in the last combination GAttrAM, the
accuracy will first flip, then rebound back and stay at a stable
value around 0.5, which can truly confuse the gender classi-
fiers. Consequently, the last combination is selected to train our
Gender-AN model, where Attractiveness, Heavy_Makeup, and
Age attributes are regarded as auxiliary attributes for gender
perturbing.

2) Multiple Sensitive Attributes Protection: Besides gender
attribute, more attributes are considered to be the sensi-
tive information for a face image, such as age and race.
Therefore, we explored the privacy concern of multiple sen-
sitive attributes, mainly protecting gender and age attributes,
simultaneously. To produce an adversarial image jointly con-
cealing the gender and age information, the labels of gender
and age are both varied in the generator. To evaluate the
privacy performance of these images, whose gender and age

TABLE V
ACCURACY FOR GENDER AND AGE CLASSIFIERS BEFORE AND AFTER

PERTURBING BOTH SENSITIVE ATTRIBUTES

are both perturbed, the Reduction metric in (9) is referred here.
The results are exhibited in Table V, which displays the accu-
racy obtained by each classifier for gender and age attributes.
For gender attribute, Rrandom is equal to 0.5 as mentioned in
Section IV-B. While for the age attribute, its Rrandom is equal
to 0.5 too, since age attribute is either young or old in CelebA
database. It can be seen from Table V that after disturbing
gender and age attributes jointly, gender classifiers are almost
flipped, while age classifiers obtain the accuracy close to 0.5,
and the Reductions of age are around 1. These phenomena
indicate that our Gender-AN model can protect gender and
age attributes simultaneously to a certain extent, but it can-
not achieve the effect of completely confusing both attributes’
classifiers at the same time, which is also a focus of our future
work.

V. CONCLUSION

We developed a Gender-AN model in this work, which uti-
lizes a deep network model to impart gender privacy to face
images. Gender-AN adopts an attribute-independent GANS to
transfer the input face images, where the model is trained
with the assistance of three proper attributes. Then, from the
perspective of privacy, the gender attribute is concealed and
has the generalization capacity in unseen gender classifiers.
Furthermore, from the perspective of utility, our model can
achieve the following three goals: 1) the face matching is
facilitated; 2) other face attributes are preserved; and 3) the
appearance is nature. The experimental results illustrate the
efficacy of our proposed Gender-AN model in perturbing gen-
der attribute, while not adversely impacting the verification,
attribute independent, and image quality.
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